KAISER PERMANENTE

CONFIDENTIALTY AND NON-DISCLOSURE AGREEMENT

This CONFIDENTIALTY AND NON-DISCLOSURE AGREEMENT (the Agreement) is made between Kaiser
Permanente (Kaiser Permanente) and the undersigned (you). This Agreement applies to your use of Kaiser
Permanente’s electronic medical record system, KP HealthConnect™, and related training materials to carry out your
obligations and duties at your assigned Kaiser Permanente Medical Center. KP HealthConnect™ is a Kaiser
Permanente trademark.

1.

10.

KP HealthConnect™ contains confidential information and proprietary materials owned by Kaiser Permanente
and its licensors, such as Epic Systems Corp. The information and materials available in KP HealthConnect™
do not belong to you.

You must not print, transmit, download, transfer or make copies of any information, software or screen shots in
this training.

You must protect the confidentiality of information in KP HealthConnect™ as required by State and Federal
law.

You must use the KP HealthConnect™ user account assigned to you only if and when you need the
information in KP HealthConnect™ to perform your work in the ordinary course of your assignment in
providing services to Kaiser Permanente members and patients. You must not use KP HealthConnect™ user
account for any personal or other purpose.

You must safeguard and keep your KP HealthConnect™ user ID and password secret. Sharing KP
HealthConnect™ user ID and password with any other person, including co-workers or supervisors, is strictly
prohibited. You must not use any other person’s user ID and password to access any Kaiser Permanente
system.

Kaiser Permanente may monitor your use of KP HealthConnect™ and your KP HealthConnect™ user
account. You are personally accountable for any actions taken using the KP HealthConnect™ user ID issued
to you.

You cannot share or exchange any confidential information with other personnel working at your hospital or
facility unless it is required for you to perform your work. If any such sharing or exchange is required, you must
follow the correct department procedure and the instructions of your supervisor/ chief of service (such as
shredding confidential papers).

If you receive a request or demand from any person or organization other than Kaiser Permanente for
confidential information or access to KP HealthConnect™, you must promptly notify your supervisor and
Kaiser Permanente.

Your failure to comply with these obligations may result in the revocation of your KP HealthConnect™ user
account and other actions by your employer or Kaiser Permanente.

On termination of your placement with Kaiser Permanente, you must return to Kaiser Permanente all copies of
documents containing Kaiser Permanente’s confidential information in your possession or control.

ITUNDERSTAND AND AGREE TO COMPLY WITH THE TERMS STATED IN THIS

CONFI

DENTIALTY AND NON-DISCLOSURE AGREEMENT.
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